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1. O0mue MoJI0KeHu

1.1. leau u 3aa44 TUCHUILJIMHBI

dopmHpoBaHHE KOMITJIEKCA 3HaHUH, YMEHUN U HaBBIKOB B 00JIACTH MOJICIIMPOBAHUS CHCTEM U MPOLIECCOB
3alUThl HHpOpMALIUU

1.2. U3yyaemble 00beKTbI THCHUTLIAHBI

MOJICITA U METOJIBI MPOIIECCOB M CUCTEM 3aIIUThl HHPOPMAITUN
CAITIP u cienmaibHOE TIPOTpaMMHOE 00eCTIeYeHUST MOICTUPOBaHNUS HHPOPMAITMOHHON O€301TaCHOCTH

1.3. Bxoanbie TpeGoBaHMs

|He MPESYCMOTPEHBI

2. [Inanupyemble pe3yJibTaThl 00y4eHUsI MO AUCUHUILIMHE

WNnaukaTtop nocTuxeHus
Wnnexc ILnanupyembie pesyIbTaThl KOMIIETEHLIUH, C KOTOPBIM Cpencrsa
Komnerenuma | | caropa 0?;’{‘:;‘;”’; h‘:;i“;ﬁgg:g)‘e COOTHECEHBI TUTAHNPYEMBIE OlleHKH
’ ’ pe3yibTaThl 00y4eHUs
[1K-1.2 N-111K-1.2 [3HaeT ocHOBHBIE MOZAENIN B |3HAET OPraHU3ALMOHHbBIE TecT
o0nacT HHPOPMAILIMOHHON [MEpBI 0 3aInTe
0e30MacHOCTH H(pOpMaIN; OCHOBHbIE
3HaeT OCHOBHBIC METOABI  [METOABI YIIPABJICHUS
MMOCTPOCHUS 3AIMINECHHBIX  [3aIUTON HHpOpMaun
[POLIECCOB U CUCTEM
[MK-1.2 MNJI-2T1K-1.2 |YmMeeT monenupoBath YMeer pa3pabaTbIiBaTh OTuét 1o
[POLIECCH U CUCTEMBI MpeI0KEeHHS 10 MPAKTHYECKOM
3aIUThl HTHPOpMaLUu COBEpIICHCTBOBAHHIO Y 3aHATHIO
CUCTEMOH ynpaBieHUs
3amuTol MH(GOpPMAIHIH;
OCYIIECTBIISThH TUIAHUPOBAHUE
1 OpraHU3aLuIo paboTHI
[epcoHasa, C y4eToM
TpeOOBaHMIA IO 3AITUTE
nH(pOpMaIuU
[1K-1.2 MJ1-311K-1.2 |Bmageer HaBBIKaMHu Brnaneer HaBbIKaMHU OtuéT 110
MOJIETTUPOBAHUS BBIPAOOTKH PEKOMEHJAIUN  |[IPAKTHYECKOM
YSI3BUMOCTEH U yTpo3 TUTS IPUHSATHS PEIIECHUS O Y 3aHATHIO
0€301MacHOCTH B MOJIEPHU3AIMU CUCTEM
ABTOMAaTU3UPOBAHHBIX 3aIUTHl THPOpMALIUU
cucTeMax




3. O0bem u BUABI Y4eOHOI1 padoThI

Bun yuebHoit paboTsl

Bcero
4acoB

Pacnpenenenue
10 CEMECTpaM B Hacax

Howmep cemectpa

8

1. IlpoBenenne y4eOHbBIX 3aHATHH (BKIIIOUAs IPOBEIE-
HUE TEKYIIETO KOHTPOJIS yCTIEBAEMOCTH) B (hopMe:
1.1. KonTakTHas ayauropHasi pabora, U3 HUX:

48

48

- nexnmu (JI)

22

22

- naboparopusie padoTsl (JIP)

- MPAKTUYECKHE 3aHATUS, CCMUHAPHI U (WJIH) APyTUE
BUJIBI 3aHATHH cemuHapckoro Tuna (113)

22

22

- KOHTPOJIb caMocTosiTesibHOoM paboThel (KCP)

- KOHTpOJIbHAsI paboTa

1.2. CamocTtosrensHas pabota ctyaentoB (CPC)

60

60

2. IIpomexxyTouHas aTTecTanus

DK3amMeH

JlnpbepeHmpoBaHHbIN 3a4eT

3aueTt

Kypcosoii npoext (KII)

Kypcosas pa6ora (KP)

OO11as TPyA0EMKOCTb JTUCITUTIIIHBI

108

108

4. Conepxxanue IMCUUNIMHBI

Hanmenosanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O0BeM

O0beM ayTUTOPHBIX BHEAYyIUTOPHBIX

3aHITUHA

10 BUJaM B Jacax 3aHATHH 10 BUAAM
B Hacax

J

| gp | I3 CPC

8- cemecTp

ba3zoBbiit MOIYJTb

0 2 20

Bsenenue. [loHsaTie 0 MoJienupoBaHUM U MoJienu. Buibl

1 THUIIbI Moueneﬁ. Mecto n POJIb MOACIIMPOBAHUSA B
CHCTCMC 3allIMThI I/IH(bOpMaLII/II/I. HGJ'II/I H 3aga41
MOJACIIMPOBAHUS.

Mozenu poLeccoB 3alUThl HHPOPMAIIH

MojiemipoBaHie aBTOMAaTH3UPOBAHHON CUCTEMBI KaK
o0bekTa 3amuTel. Mogens OSI. MeToas! 3auTs! B
COOTBEeTCTBUHU ¢ Mozenso OSI.

Mojenu CUCTeM 3alUThl HHPOpMaLUn

MoienmupoBaHre aBTOMAaTU3UPOBAHHOM CUCTEMBI KaK
o0bekTa ataku. Moaens OSI. MeTobs! aTak B
COOTBETCTBUH ¢ Mojensio OSI.

NTOI'O no 8-my cemectpy

22

NTOI'O nmo nucuuIuinge

22

22 60




TemaTtnka NpUMEPHBIX MPAKTUYECKUX 3aHITUI

HaunmeHoBaHUe TeMBbI MNPaAKTHIECCKOI0o (CeMI/IHapCKOFO) 3aHATUA

1 [BmakomctBo ¢ GNS3. Bupryanuzanus. (4 daca).

2 [Hacrpoiika cepBepa Ubuntu.

3 |MoaenupoBanue yrpo3 6e30nacHoCTH HH(DopMaIuu

4  |MopaenupoBaHHe YA3BUMOCTEH B CHCTEMax M Ipolieccax 3aluThl HHpopMamu

5. OpraHn3aun0HHO-nez[ar0rnqecxne yciaoBus

5.1. O6pa3oBaTre/ibHbIE TEXHOJIOTHH, HCIIOJIb3YyeMble /1J151 (JOPMHUPOBAHUSA
KOMIIeTeHIIuH

[IpoBeacHME NEKIIMOHHBIX 3aHITHHA 10 JUCIHUILIMHE OCHOBBIBACTCS HA aKTHBHOM METOJ]I¢ OOYyYCHUS,
[pY KOTOPOM YyYalllMecs He MacCHUBHBIC CIyIIATENH, a aKTUBHBIE YYACTHUKHU 3aHSITHSA, OTBEUAIOIINE HA
BOIPOCHI TpernojiaBarelis. Bompockl mpenogaBaTensi HaIElICHbl Ha aKTUBHU3AIUIO TPOIECCOB YCBOCHUS
MaTepuasa, a TakKe Ha pa3BUTHE JIOTMUECKOro MblieHus. [IpernogaBaTens 3apaHee HamMe4aeT CIUCOK
BOIIPOCOB, CTUMYJIMPYIOIINX acCOLMAaTUBHOE MBIIUICHWE W YCTAHOBJICHHE CBS3€H C paHee OCBOCHHBIM
MaTepHralioM.

[IpakTrueckne 3aHATHS TPOBOIATCS HA OCHOBE peajM3alliii MeTona OOydYeHHWsS JeHCTBUEM:
OTpeIEIAIOTCS MpoOIeMHBIe 00J1acTH, (OPMHUPYIOTCS Tpynbl. [Ipu mpoBeIeHUN TPAKTUICCKUX 3aHATHI
[pecieay0TCS CIeAYIONINE 1eNU: TPUMEHECHUE 3HAHUN OTACIBHBIX AUCITUILUINH U KPEaTUBHBIX METOJ/OB
U1 peleHust Mpo0JieM U MPUATHS PElIeHUI; oTpaOdoTKa y 00yJaroniuxcss HaBbIKOB KOMaHJIHOW PaboThI,
MEKJIMYHOCTHBIX KOMMYHHUKAIIUA W Pa3BUTHE JIMJICPCKUX KA4YECTB; 3aKPEIUICHHE OCHOB TEOPETHUUYECKHX
3HAHUH.

[IpoBeneHre TMPAKTUYECKUX 3aHITHHA OCHOBBIBACTCS HA WHTEPAKTUBHOM METOJE OOYYCHHS, IMPH
KOTOPOM OOYJaroIIrecs: B3anMOICHCTBYIOT HE TOJIBKO C TIPEToaaBaTesieM, HO U ApyT ¢ Apyrom. [Ipu stom
TOMUHUPYET aKTHBHOCTh YyYalllUXCsl B Tporecce oOydeHus. MecTo mpemnojaBaTelii B WHTCPAKTUBHBIX
3aHATUSAX CBOJUTCS K HAIIPABJICHHIO JCSITCILHOCTH 00YUYaOIINUXCs Ha JIOCTHKCHUE IIeJIeH 3aHSATHS.

[Tpu mpoBeneHnN yUeOHBIX 3aHATHH UCIIOJIB3YIOTCS HHTEPAKTUBHBIC JICKITUH, TPYTIIOBBIE JUCKYCCHH,
[pOJIEBBIE UTPHI, TPEHUHTH U aHAIU3 CUTYallMi 1 UMUTAIIUOHHBIX MOJIEIIEH.

5.2. MeTtognueckue yKazaHusl AJisl 00y4AIOUIMXCS M0 U3YYEHUI0 TUCIIATITHHBI

[Ipy wu3yyeHMHM  JUCHMIUIMHBI  OOYYalOIIMMCA  LEJIECOOO0Pa3HO  BBIMOJHATH  CIEAYIOIINE
PEKOMEHJALINN:

1. U3ydeHue yuyeOHOM TUCIUITUHBI JOKHO BECTUCH CUCTEMATHUECKH.

2. Ilocme wu3y4yeHMss Kakoro-nubo paszzaena Mo Y4eOHMKY WIM KOHCHEKTHBIM MaTepHuajam
[PEKOMEHIYETCs 110 aMATH BOCIIPOM3BECTH OCHOBHBIE TEPMUHBI, ONPEIEIECHNS, IOHATHS pa3ena.

3. Oco0oe BHMMaHHE CIIEAYEeT YJCIUTHh BBINOJHEHHUIO OTYETOB IO MPAKTUYECKUM 3aHATUSAM U
WHIMBHTy aJIbHBIM KOMIUIEKCHBIM 33/IaHUSIM Ha CaMOCTOSITENIEHYIO padoTy.

4. Bcs TemaTuKa BOMPOCOB, M3Y4aEeMbIX CAMOCTOSITENIBHO, 33Ja€TCsl Ha JIEKLMIX IMPETNoJIaBaTeleM.
MM e 1aroTcs UCTOYHUKY (B MEPBYIO O4Yepeab BHOBb M3JaHHbBIE B IEPUOANYECKON HAYYHOH JIUTEpaType)
111 60JIee IeTaIbHOTO MMOHUMAaHHUS BOIPOCOB, O3BYYEHHBIX HA JIEKIIHU.




6. IlepeueHb yueOHO-MeTOANYECKOT0 M HHPOPMALMOHHOI0 00ecCIeYeHUs
JJIS1 CAMOCTOATEIbHOM padoThl 00y4aOIIUXCS 110 JUCHUILJIMHE

6.1. [leuaTHasi yueOHO-MeTOAUYECKAS JIUTEPATYPA

bubmuorpaduyeckoe onvucanue KomuuectBo
Ne n/m (aBTOp, 3aryIaBuie, BUJI U3JIaHUS, MECTO, U3/1aTCILCTBO, 9K3EMIUISIPOB B
TOJT U3/IaHusl, KOJMYECTBO CTPAHUII) OHOIIHOTEKE

1. OcHoBHas TUTEpaTypa

1 OcHOBBI yrpaBieHns: HHYOPMAIIMOHHOM 6e3011aCHOCTHIO : ydeOHOe 15
nocobue s By30B / A. I1. Kypuio [u np.]. - Mocksa: ["opsiaast muHmsI-
Tenexom, 2014.

2. JlonoJiHMTEIBHAS JIUTEPaTypa

2.1. YueOHble U HAYUYHBbIE U31aAHUS

1 TeopeTnyeckre OCHOBBI KOMITBIOTEPHOM 0€30MaCHOCTH : yueOHOe 30
mocobue as By3oB / I1. H. JleBstaun [u ap.] .— Mocksa : Paguo u cBs3b,
2000 .— 190 ¢

2.2, llepuonnyeckue u3gaHus

1 Bectauk [THUITY. DnekTpoTexHUKa, THPOPMAIIMOHHBIC TEXHOJIOTHH,
CUCTEMBI YIIPaBICHHUS.

2.3. HOpMaTHBHO-TCXHI/l‘leCKI/le H3JaHuA

| He ucnonezyercs |

3. MeTounquKne YKazaHus AJd CTYACHTOB 110 OCBOCHUIO TUCHUIIIMHBI

| He HCIIOJIB3YCTCA |

4. YueOHO-MeTOAUYECKOE 00ecnieyeHre CAMOCTONATeIbHOI padoThI CTy/IeHTa

| He HCIIOJIB3YCTCA |

6.2. DiieKTpOHHAas1 y4eOHO-MeTOAu4YecKasl JuTepaTrypa

HocTynHocTh
(cets UHTEpHET /
HaumenoBanue Ccblika Ha
Bun nutepartypst N JIOKaJIbHAS CETh;
pa3paboTku HH(pOPMAILMOHHBIN pecypc .
ABTOPU30BaHHBIH /
CBOOOIHBIN JJOCTYTI)
JlonosiHuTenbHas [KoHCHEKTHI JeKIUil 1o online.at.pstu.ru JIOKaJIbHAs CETh;
nmiTepaTypa nucuurmaam MIT3PUC u TII3PIT aBTOPU30BaHHBIN
JOCTYTI

6.3. JIuneH3noHHOE ¥ CBOOOJIHO PACIPOCTPaHsieMOe MPOrPaMMHOe o0ecriedeHue,
HCIO0JIb3yeMoe NIPH OCYLIEeCTBJIEHUH 00Pa30BaTe/JIbHOIO MPoLecca Mo AUCHUIIHHEe

Bupn [10O Haumenosanue [10
OrnepannoOHHBIE CUCTEMBI Debian (GNU GPL)
OnepalmoOHHBIE CUCTEMBI Windows 10 (moam. Azure Dev Tools for
Teaching)
[TpuxiagHoe nporpammHoe obecrneueHue oouero HasHauenust  |Dr.Web Enterprise Security Suite, 3000
i, [THUITY OLIHUT 2017




Buzx I[1O

Haumenosauue [10

[IpuknagHoe mporpaMMHoe obecrieueHre 00Iero Ha3HauYeHUs

VMware Workstation Player ( VMware
Academic)

[TpuxitagHOE TIpOTpaMMHOE OOecTIeYeHIe 00IIeT0 Ha3HAYSHMS

Wireshark

Cucremsl yrpaBieHuUs IPOEKTaMH, UCCIIEJOBAHUSIMU,
pa3paboTKOMH, MPOEKTUPOBAHNEM, MOJICTTUPOBAHUEM U
BHEJIPEHUEM

EVE NG Community Edition (Free
Edition)

6.4. CoBpemenHbIe podeccnoHabHbIEe 0a3bl JAHHBIX 1 HH(POPMALIMOHHBIE
CNPABOYHbIE CUCTEMBbI, HCIIOJIb3yeMble MPH OCYIIeCTBJIEHUH 00Pa30BaTEJIbHOIO

nmponecca nmo IMCuuIJInHe

HanMmenosanue

Ccpiika Ha HHQOPMAIIMOHHEIH pecypc

baza maHHBIX HayYHOW AJIEKTPOHHON OMOINOTEKH
(eLIBRARY.RU)

https://elibrary.ru/

baza nannbix ys3sumocteit CVE Mitre

https://cve.mitre.org/

HCCJIICA0BATCIIBCKOIO IMOJIUTEXHUYCCKOTO YHUBEPCUTETA

bank naHHbBIX yrpo3 OezonacHocTH nHpopMmanuu deaepanbrHoil |https://bdu.fstec.ru/
CITy>KOBI 110 TEXHUYECKOMY M SKCTIOPTHOMY KOHTPOJIIO
Hayunas 6ubsimoteka [TepMckoro HalfmoHaILHOTO http://lib.pstu.ru/

DIIeKTpOHHO-0MOIMoTeueas cucrema Jlann

https://e.lanbook.com/

DneKTpoHHO-O0ubnMoTeunas cucrema [IPRbooks

http://www.iprbookshop.ru/

WNudopmarmonnsie pecypebl Cetn Koncynprantllnroc

http://www.consultant.ru/

DnekTpoHHas OubamoTeka auccepranuii Poccniickoit
TOCYIapCTBEHHOW OMOMITHOTEKN

http://www.diss.rsl.ru/

baza manneix kommnanuu EBSCO

https://www.ebsco.com/

HHopMamoHHO-CIIpaBOYHasl CHCTEMa HOPMAaTHBHO-
TEXHUYECKOHN oOKyMeHTaluu "TexaKkcnepT: HOpMBbI, IpaBuiIa,
CTaHJapThI ¥ 3aKOHOAaTeascTBa Poccun”

https://Texakcnept.caiit/

7. MaTepuajibHO-TeXHUYECKOe o0ecneyeHne 00pa3oBaTeiLHOI0 nmpoiecca mno

AUCHUIIJINHE

Bun zanaruit

HanmMeHnoBanne He0OX0IMMOTO OCHOBHOT'O 000Dy IOBaHUS
Y TEXHUYECKHUX CPEJICTB 00yUEHUS

KonnuectBo equHuIg

00pa3oBaTeIbHYIO CPEIy

Jlexus CranmapTHOE 000pyI0OBaHHE JEKIIHOHHOW ayTUTOPHUH - 1
KOMIIBIOTED, IPOEKTOP, JOCKA

[TpakTHueckoe Bce koMIbIOTEPBI ¢ BO3MOKHOCTBIO MOAKIIIOUEHUS K CETU 20

3aHATUE WuTepHeT 1 00ecrieyeHrneM JI0CTyIIa B 3JIEKTPOHHYIO

8. ®oHI OLIEHOYHDIX CpeacCTB JUCIUIIINMHDBI

|OHI/IC€IH B OTACJIBbHOM JOKYMCHTC
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@DoH/ OULEHOYHBIX CPeICTB Ui NPOBEACHUS IPOMEXKYTOYHOM aTTECTALUU
oOyJaromuxcs Mo AUCUUILITHHE SBISIETCS YacThio (MPUIIOKEHUEM) K paboueil mporpamme
aucuuIUIMHbL. DOHJ OLEHOYHBIX CPEICTB ISl TPOBEACHUS TPOMEKYTOUYHOM aTTecTalun
oOyyJaromuxcsi Mo JUCHUUIUIMHE pa3padOoTaH B COOTBETCTBUU C OOIIEH 4dacThio (oHIA
OLICHOYHBIX CPEACTB [UJIsl MPOBEACHHUS MPOMEXYTOUYHOM aTTECTallud OCHOBHOM
o0pa3oBaTeNbHON NPOrpaMMbl, KOTOpash yCTAHABJIMBAET CHUCTEMY OILICHHUBAHUS
pE3yNIbTAaTOB MPOMEKYTOYHOM aTTecTalli W KPUTEPUH BBICTaBICHUS OIEHOK. DoHA
OLICHOYHBIX CPEJACTB JJIA MPOBEIACHUS MPOMEKYTOUHON aTTeCTaluu O00yYarouuxcs 1o
JTUCIUIUIMHE YCTaHABIMBAET (DOPMBI U MPOLEAYPHI TEKYIIETO KOHTPOJISL YCIIEBAEMOCTH U
IPOMEKYTOYHOM aTTecTaliui 00YYaroUXCs M0 TUCIUTIIMHE.

1. IlepeyeHb KOHTPOJHUPYEMBIX Pe3yJbTATOB OOy4YeHHUS MO JIUCHHUILIHHE,
00beKTHI OLIEHUBAHNSI U BHAbI KOHTPOJIS

CornacHo PITJI ocBoeHue yueOHOro marepuaina JUCHUIUIMHBI 3allIAHUPOBAHO B
TEYCHHE OIHOTO cemecTpa (8-ro cemecTpa ydeOHOTroO TuTaHa) M pa3OuTO Ha 3 YUEOHBIX
MOIyTsl. B KaXkioM Mopaysne mpemxycMOTPEHbI ayIuTOPHBIC JIGKIIMOHHBIC, MPAKTUIECKUE U
7a0bopaTOpHbIE 3aHATHS, a TaKXKe CaMOCTOSITENbHas pabdoTa CTyIeHTOB. B pamkax
OCBOCHUS YUEOHOTO MaTepuasa JUCITUTUIHHBI (POPMHUPYIOTCS KOMITOHEHTBI KOMITCTCHITAN
3Hamo, ymemsv, 61adems, ykKazaHHbie B PIIJ[, koTopble BBICTYNMAIOT B KaueCTBE
KOHTPOJIMPYEMBIX PE3yJIbTaTOB 00yUYeHus 1o aucturinae (taoim. 1.1).

KoHTponb ypoBHS YCBOGHHBIX 3HaHHWI, OCBOCHHBIX YMEHUN M MPUOOPETEHHBIX
BJIQJICHUI OCYIIECTBISIETCST B paMKaxX TEKYIIEero, PYOEKHOTO M IMPOMEKYTOYHOTO
KOHTPOJISI TIPY U3yUYEHUH TEOPETUUYECKOTO Marepuaia, cjiade OT4EeTOB 1O JabopaTopHBIM
paboram u 3a4ueTa. Byl KoHTpOIs cBeieHb! B Tabnuiy 1.1.

Tabnuua 1.1. TlepeueHb KOHTPOIUPYEMBIX PE3yIbTAaTOB O0YUYEHHUSI MO TUCIUILIMHE
Bua konTpoas

KonTposnpyembie pe3yaibTarbl 00y4eHusi o Texymuii PyOGexublii HTrorosslii

aucuuriuge (3YBei) C TO m3 T/KP 3auér

YcBoeHHBbIE 3HAHUA
3.1 3HaeT OCHOBHBIE MOJIENH B 00JIaCTH WH(OPMAIIMOHHON KP1 131 K3
0e30macHOCTH. 3HaeT OCHOBHBIC METOMBI IOCTPOCHHUS 1132
3AIUIICHHBIX MTPOIIECCOB M CUCTEM

OcBoeHHbIE YMeHHUS

¥.1 YMeeT MOAETUPOBAThH MPOIECCH M CHCTEMBI 3aIIUTHI 1131 K3
nHpOpPMAINH 1132

IIpuoOpeTeHHbIEe BJIA/ICHUSA
B.1 Brmageer HaBBIKAMH MOJEIMPOBAHUS YA3BHUMOCTEH H 131 K3
yrpo3 6e30IIaCHOCTH B aBTOMATH3MPOBAHHBIX CHCTEMA 1132
C — cobecedosanue no meme;, TO — xomnoxsuym (meopemuueckuti onpoc); K3 — keiic-3a0aua
(unousuoyanvroe 3aoanue); OJIP — omuem no nabopamopuou pabome;, T/KP — pybesxcHoe

mecmuposanue (konmponvhas paboma); TB — meopemuueckuti sonpoc, 113 — npaxmuyeckoe 3a0anue;
K3 — komnnexcnoe 3a0anue oughghepenyuposannozo 3auema.

WTOroBO#1 OLIEHKOW NOCTHKEHHUS PE3yIbTaTOB OOY4YEHHUS MO AUCLMILIUHE SBISETCS
MPOMEXKYTOUHAsT arTecTauus B BHUIE 3a4eTa, NPOBOAMMASA C YYETOM pPeE3yJbTaTOB
TEKYIIETO ¥ pyOeKHOTO KOHTPOJIS.

2. Buabl KOHTPOJIsI, TUNIOBbIE KOHTPOJIbHbIE 3aJaHUS W IIKAJbI OLEeHUBAHUS
pe3yJIbTaTOB 00y4YeHMsI



Texymmuii KOHTPOJIH YCIIEBAEMOCTH WMMEET IEThI0 00ECTICUCHHEe MaKCUMaIbHOU
ahexTuBHOCTH y4eOHOTO Tporecca, YOPaBJICHHE TMpoieccoM (hopmMupoBaHus
3aJIaHHBIX ~KOMIIETCHIMA O00y4aeMbIX, TIOBBINICHWEC MOTHBAIMM K ydebe w
MpeyCMaTPUBACT OILICHUBAHWE XOJla OCBOCHUS JUCHUIUIMHBI. B COOTBETCTBUU C
[TonoxxeHneM O MPOBEACHUU TEKYIIErO KOHTPOJISI YCIEBAEMOCTH U MPOMEKYTOUHOMH
aTTecTaly OOydJaromuxcs 1mo o0pa3oBaTesbHBIM MIPOrpaMMaM BBICIIEr0 0Opa3oBaHUs
— nmporpamMMaMm OakajaBpuata, crHenpaaurera W Maructparypel B ITHUITY
OPEAYCMOTPEHBl  CIEAYIOIIME BHABI W IMEPUOJUYHOCTH TEKYIIET0 KOHTPOJIS
yCIEBAEMOCTH O0YYaIOIINXCS:

- BXOJHOM KOHTPOJIb, IPOBEPKA UCXOTHOTO YPOBHS MOATOTOBICHHOCTH 00y4aeMOro
U €r0 COOTBETCTBHUS MPEIBSABIIEMbIM TPEOOBAHUSIM JIJISl U3YUECHUS JAHHOW JUCIUTUIHHBL

- TeKyIIUH KOHTPOJIb YCBOEHUS MaTepuaia (ypOBHS OCBOCHHUS KOMIIOHEHTA «3HATh)
3aIaHHBIX KOMIIETEHIIMI) HA Ka)XXJOM TPYNIOBOM 3aHSATHH U KOHTPOJb MOCEIIAEMOCTH
JICKIIMOHHBIX 3aHSTHI;

- TPOMEXKYTOUYHBIH U PYOEKHBIH KOHTPOJIb OCBOEHHS O0YYaeMbIMH OTACIIBHBIX
KOMIIOHEHTOB «3HAThY», «YMETh» 3aJaHHBIX KOMIIETCHIIMI MyTeM KOMIIbIOTEPHOTO WU
0JIJAHOYHOTO  TECTUPOBAHMS,  KOHTPOJBHBIX  OIMPOCOB,  KOHTPOJBHBIX  PadbOT
(MHAUBHUIYATBHBIX JOMAIIHUX 3aJaHUi), 3allIUThl OTYETOB IO Ja00paTOPHBIM paboTam,
pedepaToB, 3cce U T. 1.

Py6exxHbIlf KOHTPOJb MO AUCIUIUIMHE MPOBOJUTCA Ha CIEIYIOUIEH Heaele mocie
MPOXOXKIAEHUS MOAYJA JUCUUIUIMHBI, a MPOMEXKYTOYHBIH — BO BpEMS KaXJI0ro
KOHTPOJIBHOTO MEPONPUSATHS BHYTPU MOAYJIEH JUCUUILIAHBL;

- MEXCECCHOHHAsl aTTecTallus, €IUHOBPEMEHHOE MOJIBEACHUE WTOrOB TEKYIIEH
YCIIEBAEMOCTH HE MEHEE OJHOTO pa3a B CEMECTP IO BCEM AUCUHUILIMHAM JJISl KaXKJ0TO
HaIpaBJICHUS TOATOTOBKH (CIIEIUAILHOCTH ), Kypca, TPYIIIIbI;

- KOHTPOJIb OCTaTOYHBIX 3HAHUH.

2.1. Tekyuuii KOHTPOJIb YCBOCHUSI MaTepHaJia

Texymuii KOHTpPOJIb YyCBOEHUS Marepuaia B QopMe cobeceqoBaHUS WM
BBIOOPOYHOTO TEOPETUUECKOTO OINpOCa CTYAECHTOB MPOBOAUTCS IO KaXIOM TeMe.
Pe3ynbrarsl mo 4-6aibHOM IIKajde OIEHWBAHUS 3aHOCSATCS B KHUXKKY IperoaaBaTeist U
VUUTBHIBAIOTCSI B BUJIE HMHTETPAIBHOM OIIEHKM TP MPOBEICHUM ITPOMEKYTOUHOU
aTTeCTaluu.

2.2. PyGe:kHbI KOHTPOJIb

PyOexxHbIit  KOHTPONH JUIsI KOMIUIEKCHOTO OIIEHMBAaHUS YCBOCHHBIX 3HAHHM,
OCBOCHHBIX YMEHUN W TpUOOpeTeHHBIX BiazeHui (tabm. 1.1) mpoomutcs B dopme
3amUTHl TA00PATOPHBIX PabOT U PYyOEIKHBIX KOHTPOJBHBIX padOT (TIOC/E€ MPOBENCHUS
NPAKTUYCCKUX 3aHATHH).

2.2.1. 3amuTra JadopaTopHbIX padoT

He npenycmorpensl

2.2.2. PyOe:xHasi KOHTPOJIbHAs1 padoTa

Bcero 3annmanupoBano 2 pyoOexxkHble KOHTpoJbHbIe paboThl (KP) B Bume 3amuThb
oryera mo mnpaktuueckoMmy 3anmanuto (I13) mocne ocCBOGHHS CTyaeHTaMH y4eOHBIX
MOJYJIEH AUCITUTUTMHBI U TIPOBECHUS MTPAKTUICCKUX 3aHITHM.



[Ipaktnueckoe 3amanue Nel — paspaborka momenu MHGOPMAIIMOHHON CHCTEME C
MTOMOILBIO TEXHOJIOTUI BUPTYaJIU3aLUH

IIpaktnueckoe 3amanue Ne2 — MopenupoBaHnue yrpo3 W yA3BUMOCTEH B
uH(GOPMAITMOHHON cucTeMe

2.3. BbInoJiHeHMe  KOMIUIEKCHOTO  MHAMBHAYAJBHOIO0  3aJJaHMA  HA
CaAMOCTOSITEJIbHYI0O padoTy

JUis OlICHMBAaHUS HABBIKOB U OMNbITA JAEATEIBHOCTU (BIAJEHUS), KaK pe3yaprara
00y4eHHUs 110 TUCLUIUINHE, HE UMEIOLIEN KypCOBOTO MPOEKTa WA pabOThI, MOXKET OBITh
MCII0JIb30BAHO MHIMBUIyaJIbBHOE KOMIUIEKCHOE 3a/IaHUE CTYICHTY.

TunoBble mIKana M KPUTEPUHM OLEHKHM pE3YJbTaTOB 3alUThl HWHIWBUIYaJIbHOTO
KOMILIEKCHOT'O 33J1aHus NpuBeAeHbl B 00mieit yactu @OC oOpa3oBaTeIbHON TPOTrpaMMBl.

2.4. Ilpome:xyToUuHasi aTTecTanus (MTOrOBbIi KOHTPOJIb)

Jlommyck K MPOMEKYTOYHOM aTTeCTallMi OCYUIECTBISETCS M0 Pe3yabTaraM TEKYILETo
U PYOEKHOrO KOHTPOJIS. YCIOBUSIMU JIOMyCKa SBISIOTCS YCIEIIHAas cJada Bcex
7a00paTOpHBIX pPabOT W MOJOXKUTENbHAS WHTETPAJIbHASI OLICHKAa [0 pe3yjbTaram
TEKYLIEro U pyOeKHOTr0 KOHTPOJIS.

24.1. Ilpouenxypa mpOMe:KYTOYHOW arTecTanmuu 0e3 JAONOJHHUTETbHOIO
aTTeCTAIMOHHOTO UCTIBITAHUSA

[IpomexyTouHasi arTecTanus IPOBOAUTCS B GopMme 3auera. 3a4eT Mo AUCIUIUIMHE
OCHOBBIBAETCSI HA PE3YyJIbTaTaX BBIMOJHEHUS MPEIbIAYIINX WHAUBUIYAIbHBIX 3aJaHUM
CTyJI€HTa MO TaHHOW JNHUCIUILIIMHE.

Kpurepun BbIBEIEHUS HMTOTOBOM OIIEHKH 32 KOMIIOHEHTHI KOMIIETCHIIMA TPH
MPOBEICHUN MPOMEXKYTOYHON aTTeCTallMy B BUJE 3ayeTa NMPUBEIAEHBI B OOIIEH 4YacTu
DOC obpazoBaresbHON TPOrPAMMBI.

2.4.2. Ilpouenypa  mNpOMEKYTOYHOW  aTTecTalMd ¢  NPOBeJdeHHEM
aTTECTAIMOHHOTO UCTILITAHUSA

B orgenbHbIX ciydasx (Hampumep, B Ciy4yae IepearTecTallMd JUCLMIUIAHBI)
MPOMEKYTOUHAsI aTTecTalus B BHJAE 3a4eTa MO AMCLMIUIMHE MOXET MPOBOAMTHCS C
MPOBEICHUEM  aTTECTAllMOHHOTO  HWCMbITaHUA 1O Oujeram. buier copepxut
teopetuyeckue Bompochkl (TB) mis mpoBepkH YCBOEHHBIX 3HAHUM, MPAKTUYECKHUE
3amanus (I13) nmsa mpoBepKM OCBOCHHBIX YMEHHMU M KOMIUIeKCHBbIe 3amaHus (K3) s
KOHTPOJISI YPOBHS IPUOOPETCHHBIX BIIAJICHUN BCEX 3aBIICHHBIX KOMIIECTEHITUH.

buner ¢opmupyercs Ttakum o00pa3om, dYTOOBI B HEro MOMadM BOMPOCH U
NPAKTUYECKHE 3a/laHusl, KOHTPOJUPYIOIIME YPOBEHb C(HOPMHUPOBAHHOCTH  6cex
3asIBJICHHBIX KOMIETEHIIUMN.

2.4.2.1. TunoBble BONPOCHI U 3aJaHUS JJIA 32a4€Ta MO JUCIUIJIMHE

TumnoBbie BONPOCHI JIsi KOHTPOJISI YCBOCHHBIX 3HAHUM:

1. Tunsl Mozenel u 3aja4u MOJIETTUPOBAHMUS
2. TexHOIOruu BUPTyaAIU3aUU U1 UMUTAIIMOHHOTO MOJIETUPOBAHMSI

3. MapxkoBckue CETH. BepositHOCTHOE MOJICJIMPOBAHUE JIEUCTBUI
3JIOYMBIIUIEHHUKA

4. Mojaenb OTKPBITBIX CUCTEM.

5. bazoBbie Mmonenu B o0actu nHOOPMAITMOHHON O€30TTaCHOCTH
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6. Amanutuyeckas paboTa ¢ MEXAYHApOAHBIMH M POCCHICKUMHU Oa3zaMu
JAHHBIX YTPO3 U YA3BUMOCTEN
/. TexHWYeCKUil ayauT, TECTUPOBAHUE HA MPOHHUKHOBEHWE U MPOTHUBOJAECHCTBUE
KOMIIBIOTEPHBIM aTaKaM
TumoBbie BONPOCHI M NPAKTHYECKHE 3aJaHUSL A KOHTPOJS OCBOCHHBIX
YMEHMM:
1. Cosznanue moaenu nHbopmarmonHoi cucreMmsl B CAITP GNS3
2. Hacrpolika BupTyanbHO# ManmHbl Ha 6a3ze OC Linux
3. YcTraHOBKAa M HACTpOWKa MPUKIATHOTO MPOTPAMMHOI0O oOecredeHust A 3a/1ad
MOJIETTUPOBAHMUSI
2.4.2.2. lllkajbl oueHUBaHMs Pe3yJabTAaTOB 00yYeHHUsI HA 3a4eTe
OueHka pe3ynapTaToB  O0y4YeHUsT MO  AUCHUIUIMHE B (opMe  ypOBHSA
c(OPMHUPOBAHHOCTU KOMIIOHEHTOB 3HAMb, yMenmby, 61adems 3asBICHHBIX KOMIIETEHUUN
MPOBOAUTCS 10 4-X Oa/UIbHOM IIKajIe OLICHUBAHMUS.
Tunosble MIKaNa U KPUTEPUU OLIEHKU PE3yJabTaToB OOy4YEHHUs IpH clladye 3adyeTa Jis
KOMIIOHEHTOB 3Hamb, ymMemv U 61adems TpuUBeAeHbl B oOmeid wyactu DOC
0o0pa3oBaTebHON MPOTrPaMMBI.

3. Kpurepuu OUEeHHBAHUS YPOBHHA C(POPMHUPOBAHHOCTH KOMIIOHCHTOB W
KOMIIeTEeH Ui

3.1. Onenka ypoBHsi c()OPMUPOBAHHOCTH KOMIIOHEHTOB KOMIIeTEHIUIi

[Ipu onenke ypoBHA CHOPMHPOBAHHOCTH KOMIIETCHIIMM B paMKaxX BBIOOPOYHOTO
KOHTPOJIS IIPU 3aYETE CUUTACTCS, UTO NOJIYUeHHAS] OYEHKA 3a KOMNOHEHM NPO8epseMOol 8
ouneme KomnemeHyuu 0000Waemcs Ha COOMBEMCMEYIOWULl KOMNOHEHM  8Cex
KoMnemeHyutl, popmupyemuvlx 8 pamKax OaHHOU Y4eOHOU OUCYUNTUHDL.

OO6m1as oneHKa ypoBHS C(OOPMUPOBAHHOCTU BCEX KOMIETEHIIMM MTPOBOAUTCS IMTyTEM
arperupoBaHUs OIEHOK, MOJYYEHHBIX CTYJICHTOM 3a KaXKJblii KOMIOHEHT (DOPMHUPYEMBIX
KOMIIETEHIIUM, C Yy4eTOM pe3yJbTaTOB TEKYIEro M pPYyOEKHOTO KOHTPOJIS B BHUIE
MHTETPaIbHON OLIEHKHU MO 4-X OalpHOM mikaje. Bece pe3ynbTaThl KOHTPOJISI 3aHOCSTCS B
OIICHOYHBIA JIUCT W 3alOJIHSIOTCS TNpernojaBaTeleM [0 HUTOraM MPOMEKYTOUHOU
aTTECTallUH.

dopMa OIIEHOYHOTO JINCTa ¥ TPEOOBAHMS K €ro 3aloJIHEHUIO MPUBEICHBI B OOIICH
gactu ®POC 006pa3zoBaTeIbHON IPOTrPaMMBEL.

[Tpu popmMupoBaHUM UTOTOBOM OIIEHKH MPOMEKYTOYHOM aTTECTAIlMK B BUJE 3a4eTa
UCIIOJIB3YIOTCSI  TUTIOBBIE  KPUTEpHWH, TMpuBeAeHHbIe B o0meir uactu DOC
o0pa3oBaTeIbHON MPOTPaAMMBI.



